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Enable digital signature in Outlook

1. Open Outlook

2. Click File === Options === Trust Center
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3. Click === Trust Center Settings
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4. Choose Email Security on the left side

[ : 1
T Contee T )

Trusted Pulsishers

Ercoypted ¢ madl

ﬂ:l) Encrppt contents and Machments fof ulgeing messages
Ags dgtal uignature tc cutgoing metsages
d Send clear teat Sgned message when sending Soned mesiages
Beguest S/NEME receipt for all SMINE signed messages
Defwsk Seting Wy SOMIME Settngs (Sajth Bandee@lantaciearcem) 1 [=]  fettings.. |

Déeptal [Dw 1Cartificatom

Digtal IDs or Cenificates are JOCUments that STow powu 10 prave your MentRy in electronic barcactions
Pubbahro GAL . rpoEapon. G2 Dr D .

wad ax Pladn Tont

Fegd ok standerd mad in plan test

S<ripn in §obders

Afow sompt in shaced {foiders
Alow werpt in Pubbic Folders

| [ ox ][ came

CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 3 of 19



Classification : PUBLIC

EMAIL SIGNING & ENCRYPTION

VERSION 1.1
LANKASIGN - ISSUED ON 21T AUGUST 2023

5. Choose Settings under Encrypted e-mail
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6. Choose My S/MIME Settings (email address)

e Click OK if your email address is shown under Security Settings Name
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7. Mark Add digital signature to outgoing messages under Encrypted email
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8. Click OK,
followed by another OK
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Verify digital email signature

1. Click New Email
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2. Click options-pane and check that Sign is enabled under Permission
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3. Send a test email to someone that can verify that your digital signature is

working.
Enter your Security Token PIN and click OK.
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4. If ared ribbon appears on your email to the recipient, you've done
everything right.
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Encrypt e-mail

Encrypting your e-mail adds a layer of security effective against surveillance and
unauthorized access.

This procedure will only work if both you and your recipient have to exchange your public
keys and added to the outlook contacts of those digital IDs.

% Recipient email address add to Outlook contact list

1. Create an e-mail as you normally would

an

Twt lsal

2. Click options-pane and check that Sign is enabled under Permission.
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3. Exchange signed emails with you and the recipient.
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4. Open the received signed email and right click on the recipient email
address and add to Outlook contact list.

[ ™ ] )
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5. Check the recipient detail on the popup window and save it.

Name

Aruna Rajapaksha

CONTACT NOTES

) Email @ Work
Email Office
Aruna.Rajapaksha@lankacliear.com +S54 11 235 6900 Ext: 996
@ Phone ¥ Address

Work

+~94 11 235 6996 ® Birthday

Mobile

+94 77 227 8992
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% The Recipient public certificate combines with the Outlook contact list.

1. Click on the red ribbon and select details tab on popup window.
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2. Select Signer email and click Trust Certificate Authority button.

" N
Message Security Properties- | 2 j

gz Subject: RE: Lanka QR Payment Status Failed issue in frimi app

Messages may contain encryption and digital signature layers. Each
digital signature layer may contain multiple signatures.

Security Layers
Select a layer below to view its description.

+’ Subject: RE: Lanka QR Payment Status Failed issue in frimi app

' Signer: sajith.bandara@lankaclear.com

Description:

OK: Signed by sajith.bandara@lankaclear.com using RSA/SHAL at
13:25:00 PM 12/23/2020,

Click any of the following buttons to view more information about or
make changes to the selected layer:

| EditTrust.. || view Details... | | Trust Certificate Authority... |

[V] Warn me about errors in digitally signed e-mail.
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3. Then Select the View Trust Certificate Authority in the popup window.

P = Py

r . K ] EZ D
Trust Certificate Authority (i
Trusting a Certificate Authority means you trust mail that
is digitally signed by certificate issued from that Certificate
Authority.
Certificate Authority Name
’ LankaSign Root CA
Do you want to trust this Certificate Authority?
If you choose Trust, you must also click Yes on the root
Certificate Store dialog that follows to add the certificate
to your system,
/iew Certificate Authority.. Trust ] [ Close ]
. ¥

4. In the Signature Details window click the view certificate.

General petails

Signature Information

Message format: S/MIME

Signed by: sajith.bandara@lankaclear.com
Signature status: Warning: There were problems
Signing time: 9:19:38 PM 10/14/2020

Digest algorithm: SHA1
Signature algorithm: RSA (2048-bits)

Certificate Information

Issued by: LankaSign Test Sub CA

Certificate status: Warning: The Certificate Revocation List *,

I View Certificate... I
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5. Select the Details tab in the Certificate window.

View Cortificate 2

" Centificste Information

This cortificate is iIntended for the following purpose(s):
* Protects emal messages

" Refer 1o the castificabion authodly's statement for detals

lssued to:  LankaSign Root CA
Ixzued by LankaSign Roct CA

Valid from 10/ 10/ 2077 to 10/ 10/ 2032
¥ You have a pavate key that comesponds 1o this cetificate

Ivbnvi,‘iw.m-‘nr;' "

6. Select Copy to File tab in View Certificate Window.

4 a View Certificate x

General Detals Cenfication Path  Trust

Show: | <All> ~
Fieid Value ~ |
& V3
[ Seﬂal number 4200004477665798ecad1190..
[ 'S-onatuve algorthm sha512RSA
15 S-gnature hash algodthm sha512
& B LankaSign Test Sub CA. Lanka
[ Vahd from Thuraday. July 2, 2020 9:43:23
[z Vahd to Saturday, July 2, 2022 9:43:33
[ S et 104N A5G TNNN_anith handar e

) Edt Propertses I Copy to File.. I
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7. Click Next button on Certificate Export Wizard

+* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy cerbficates, certificate trust ists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certificaton authority, s a confirmation of your identity
and contains information used to protect data or to establsh secure network
connections. A certificate store is the system area where certificates are kept,

RIS

To continue, dick Next.

AN

8. Select export file format as Base-64 encoded and click Next

€ &* Cenificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
() DER encoded binary X.509 (.CER)
(@) Base54 encoded X.503 (.CER) ||
() Cryptographic Message Syntax Standard - PKCS =7 Certificates (,P78)

Include all certificates in the certification path if possible

Export ol extended properties

Enable certificate privacy
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9. Select Browse in the popup window.

W
! X
i
i & &* Centificate Export Wizard
Filé 8 Expadt
Epedfy the name of the file you want o export
File: name:
[ I Bromse...
i
!
1
|
E
¥
Mext Cancel !

10. Select the desire location and enter the file name, then click Save.

Save As X

« v 4 » ThisPC » Desktop » Email Signing v 0

\l
‘.
@ v

Crgance v New foider

-

B8 This PC No tems matck
B 3D Objects
B Desktop
% Documents
¥ Downlosds
J Music
= Pictures
B video:
% Local Dk (C))

«n New Volume (D:

v

File r\uv4 I = i
Seve as type | Basetd Encoded X509 (".cer) vl b

n Hide Folders [ swe J| Conce
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11. Click Next, followed by click Finish. Then wait for the Successful message.

t3To Manager ;
~L-none _Lm(
\ . Move
reate New - > Y
General  Detads i J Mov

Completing the Certificate Export Wizar

Certificate Export Wizard X
You have successfuly completed the Certficate Export wizard.

The export was successtul

You have spedfied the folowang settngs:
Fie Name C:'\Usersiarung

=

1
Os
|| e - |
e | | Include all certificates in the cerbficaton path No s
] :2 Fie Format M&MW
1 |
'
] < >
Lo 8 E
B
4
Mion conti
Fthe reads
Finizh Concal | [
-¥ All foldes

12. Select My contact in Outlook and Double Click on the recipient email
address to open the recipient contact page.

g e

Ol
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13. Select Certificates button.

...... - B _TioPiek

14. Select Import to add the previously saved certificate.

15. Select saved Certificate and Open it.

Organize + Mew folder & - [0

- [ 951 byte =
Mi oft Outiook
& Micree e sl Lenkasign CA & SDK server Login
n:: details V0.1 - Shortcut
W& Favorites [ o == | Shortcet
B Desktop y PROXCTS
# Downloads =1 _J i ;'l,r—r-'_._-
2. Recent Places | - e
Sajith
e Security Certificate
«a Libracies a 231 (E'
*| Documents

J‘ Music ;)& I Sk .<,"_‘-1 digas

= Pictures [ i 1.56 KB

B videc: 2 SDK MID for JustPay Ver11 d
horeut

= Computer - = 1.72%B -

e name  Saah - Dognd 1D Files - |

Tools ~ Open |w | Cancel [
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16. If the import is successful showing the certificate with recipient name.

eXEG R EEE RSSO P ’

Sove & Dedede Sovn & formmd Dmabiete G Irowl Mastvyg Mose  Adden Owch  Buomos Mt Calgoene Fatlow Proste

Note:- These settings should be done on both sides.
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0,

% Send Encrypted Email.

1. Create an e-mail as you normally would

L

I L=
rF ok
L
-

-

drn Lpmrtate 1Y o 0 el w Pematew

Fusl bl

2. Select Sign and Encrypt in the Options tab.

3. Write your e-mail as you normally would and send it, if you get an error
message there might be a problem with your or your recipients digital ID.
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4. If the red ribbon and encrypted icon appears on your email to the
recipient, you've done everything right.

Al sy
= Tunkey

Sajith Barcieca
e
el L B

==
Sagith Berediaca —i
ar [T

Cagirh Bandass Thn mamsgs corrwm n morypred aeal whech cem ke remdl by opering the s b

LT

Sadth Puiratata

Enot IT sty fohatdann
Sty B ey kit 04 7T TTY BNE]L | B oRE N1 TN B
s i ekl 1 s K GO SRR L TR PLY

W rad, L8 B off Ry aE O

= A=, B 1, Aoak af ©epen we, §obamts 0 =
Sajith B - ‘-||--\-., R A, R ot 11, frl 1 ool
B Ll Welk B L L] e A
Saqith Barxcimzn
i e CLE LI L Pl

fa—————a e

Sdguh Eerwlaca

B ¥ - B oy [ — & HY mn [ I-" = Y
ER Lo . = -
L3 -+ Ty frem o i B Oratdods LI | E'T:' ¥ ™
B ok Spk  Aply Fpewe M. i e L Elyse Latogeeor Frios  Taeplen e
e 3 raleturs Erbors s ima b
Teewi
Warre Rrpards,

CONFIDENTIAL & PROPRIETARY TO LANKAPAY © 2023 Page 19 of 19



