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Step 4

How to Install Security Token to PC/Laptop & Change Token PIN

How to Install Security Token to PC/Laptop

= B

Crganize ¥ Share with » Bumn

E Videos *  Name Date medified Type SIZE

= | Autorun 2/11/2014 717 AM  Setup Information 1KB
1% Computer o )
Tl Trust_Key 8/12/2014 3:05 PM  Application 864 KB
&, Local Disk (C) i
Tl TRUST_KEY 8/16/20138:43 AM  Icon

—a Local Disk (D:)
a Local Disk (F)
7l CD Drive (G:) Trust_Key

[

m 3 items

Extract the content & install software

> Double Click on Trust Key Application

~

Mame Date modified Type

Size

Plug the Security Token to PC/Laptop and copy the Trust_Key Software from Security Token.

|'I'Ba Trust_Key 4/4/2018 2:51 PM Application

1,254 KB |

Install the Trust Key Authentication Client—>Double click

& Install TRUST KEY tool

TRUSTES

‘You will install the program.

Click Tnstall' to continue ,otherwise dick 'Cancel' to exit.
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»  Click = Install (Then it will install the driver)

T Install TRUST KEY tool —

TRUSTIERE

V TRUST KEY tool install success

»  Click = Finish

»  Click the Trust key icon desktop. The display will look like this before
plugging in the token.
T TRUST KEY tool - o x
File{F} HelpiH)
B B B2 B BE &
View Register  Unregister Delete Import Publish
Device Operation
Type | Value
£ >
PiN Operation
Cerificate Operation
Adimin
N | ] v

| |
| Mo USE Token available. Z
L | ||
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T TRUST KEY tool - TrustKey - O x
File(F) Help(H)
? %
B e B S
iewy Register  Unregister  Delete Import Publish
Biics Cp=stins =8 =N c9a11dd6-9f3

Select Device

E

Change Label

Type

Value

Container Name

c9a11dd6-9f31-4e77-adb8-e34454a4be

< >
~
PIN Operation
Certificate Operation
Admin
Options v
2|

> Plugin token

> After plugging in the token, display will look like this.

T TRUST KEY tool - TrustKey

File(F) Help(H)
i ] LL)
c$<
Wiewy Register Unregister  Delete Import Publish
Device Opergtion
Type | Value
Container Name c9a11dd6-931-4e77-adb8-e34454a4be
€| >
A
PIN Operation
Certificate Operation
Admin
Options v
~
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»  Click user certificate

7@ TRUST KEY tool - TrustKey - O x
File(F) Help(H)
&S5
= & =2
View Regist Unregister  Delete Import Publish
: J Eu c9a11dd6-9f31-4e77-adb8-e34454a4bec2
E8E | alith Thilakarathne
Cl a b
Type Value o)
Version V3 I
. Serial Number 4100000B59D9112A631F737B2700
Signature Algorithm  undefined arithmetic |
Issuer CM=LankaSign Test Sub CA O=La
Subject CM=Lalith Thilakarathne OU=Juniol
Period of Validity 2018-2-27 3:44:58 To 2019-2-27 3:4
Thumbeprint Algorithm shal 3
<} T VS >
~
PIM Operation
Certfficate Operation
Admin
Options: v
A |
»  Click View
7@ TRUST KEY tooi - TrustKey - a b
File{F) Help(H)
2 ] = i . FEY
E%) >
View Register Unregister Delete  Import  Publish
Bowce (st = 1 c9a11dd6-91314e77-adbb-e M 454aibec?
= B T
|\ Public Key
I b Private Key
Type | Valua L
Version E] f||
Serial Number 410000085909 112A631F 73762700
Signature Algorthm  undefined anthmetic h
Iszuer CN=LankaSign Test Sub CA O=la|
Subject CH=Lalith Thilakarathne OU=Junioi
Penod of Validity 2018-2-27 3:44:58 To 2019-2-27 3.4
Thumbprint Algarithm shal b
« == l >
-
PIN Operation
Cedficate Operation
Admin
Options W
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» Click view to appear the certificate details.

T

File(F) Help(H)

View

Register

Device Operation

Unregister

]

[ Bl S5
wr
Delete Import Publish

-l c9a11dd6-9f31-4e77-adbB-e34454adbec?
£ Lalith Thilakarathne

ya Certificate

General

Details Certification Path

X

i a Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: Lalith Thilskarathne

Issued by: LankaSign Test Sub CA

valid from 2/27/2018 to 2/27/2019

Type

Value

Version

Serial Number
Signature Algorithm
Issuer

Subject

Period of Validity

Thumbeprint Algorithm shal
<

V3
4100000B59D9112A631F737B2700
undefined arithmetic
CMN=LankaSign Test Sub CA O=La
CN=Lalith Thilakarathne OU=Junio
2018-2-27 3:44:58 To 2019-2-27 3:4

>

v

'riv

=2

B ™ [ Filters ~.-
Best match
— Run
Deskiop app
Sattings
E Run programs made for previows versioms

of Windows

Wiew recommended actions to keep
Windows running smaothiy

Choose which apps can run in the
background

Search suggestions
'

Videas (2+)

rum - Seae web results

£ o

-

—T TR
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> Type *certmgr.msc* and click *OK*

=

=

Type the name of 3 pregram, folder, document or Internes

= resource, and Windows will open it for you,

DOpen: cerkmgrmsc

K

Cancel Browse.,,

> Certificate of current user appears

File Action View Help
o lia NEHEY

certmgr - [Certificates - Current User]

.’_-'E}] Certificates - Current User

| Perscnal
Trusted Root Certification Au
Enterprise Trust

e

Intermediate Certification Au
Active Directory User Object
Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatior

Ee o 19 8 e

| Trusted People

| Client Authentication |ssuers
| Smart Card Trusted Roots

Logical Store Mame

Personal

Tru sted Root Certification Authorities
Enterprise Trust

E:! Intermediate Certification Authorities
EActive Directory User Object
ETrusted Publishers

E Untrusted Certificates
EThird-Party Root Certification Authorities
Trusted People

Client Authentication |ssuers

E Srnart Card Trusted Roots
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» Click *Personal*

@ certmgr - [Certificates - Current User\Personal] = O >
File Action View Help

&% | 58 0= HE

) Certificates - Current User Object Type

* TI e s ECertificates
» || Trusted Root Certification Au

|| Enterprise Trust

|| Intermediate Certification Au
[ | Active Directory User Object
|| Trusted Publishers

| Untrusted Certificates

|| Third-Party Root Certificatior
[ Trusted People

7] Client Authentication lssuers
7| Srnart Card Trusted Roots

L Y . T T Y

< > € >

Personal store contains 1 certificate.

»  Click *Certificates*

@ certmar - [Certificates - Current User\Personal] - O o

File Action View Help
e | 25 B G|
Eﬁ] Certificates - Current User Object Type
5 | Personal
| 7| Trusted Root Certification Au
[7] Enterprise Trust
[ Intermediate Certification Au
[ | Active Directory User Object
[ Trusted Publishers
[ ] Untrusted Certificates
[ | Third-Party Root Certificatior
[ | Trusted People
| 7| Client Authentication |ssuers

2

] Smart Card Trusted Roots

Certificates

L A . . .

< > || £ >

Perzonal store contains 1 certificate.
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» The Certificate will be displayed as User Certificate

certmgr - [Certificates - Current User\Personal\Certificates] = O

File Action View Help

e AN N =RNEHESR 7 Ns:
G Certificates - Current User lssued To - Issued By
¥l Betpoal . LankaSign Test Sub CA
| Certificates
| Trusted Root Certification Au
| Enterprise Trust
| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
~| Third-Party Root Certificatior
| Trusted People
“| Client Authentication |ssuers
| Smart Card Trusted Roots

< > €

Perzonal store contains 1 certificate.

Installing SafeNet Authentication Client on Mac

To install with the installer:
1. Double click the SafeNetAuthenticationClient.10.2.x.x.dmg file

of
ol
ol

h o e Q

oo

oo

<>
|
<

< Safenet 10.2 Post GA R3

o)
gl
al

<« -]
[
SafeNet SafeNetAuthentic
Authenti...2.mpkg [JEIelM=Rol [T
T 99 KB

T 8.4 MB

2. To start the installation, double click SafeNet Authentication Client 10.2.pkg

‘soe [} safeNet Authentication Client 10.2

SafeNet Authantication Uninstall SafeNet
Client 10.2.pkg Authentication Client 10.2



Classification : PUBLIC
3. Click Continue
The Welcome to the SafeNet Authentication Client Installer window opens

®a w Install SafeNet Authentication Client &l
Welcome to the SafeNet Authentication Client Installer

gemalto’

® Introduction

Licence

Welcome to the macOS Installation Program. You will be
guided through the necessary steps to install this software.

{gtic IMPORTANT:
For more details, see the SafeNet Authentication Client
Administrator Guide.

gemalto

Continue

4. Click Continue
The Software License Agreement window opens

[ ] @ Install SafeNet Authentication Client a

Software Licence Agreement
English
# Introduction = e
# Licence 'SAFENET SOFTWARE LICENSE TERMS.
tirfatio ¥ SafeNet Authentication Client
Legal notice:

‘SafeNet software is not sold; rather, copies of SafeNet software are licensed
sl all the way through the distribution channel to the end user. UNLESS YOU
HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT
'CONTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE
SAFENET SOFTWARE, THE TERMS AND CONDITIONS OF THE
APPLICABLE LICENSE AGREEMENTS BELOW APPLY TO YOU. Please
read the agreements applicable for the products you want to use. Please be
careful to read the agreement for the saftware you want o use
LICENSE AGREEMENT

X IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
to CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING THE
CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND USE
‘OF SOFTWARE SUPPLIED BY SAFENET, INC. (or any of its affiliates -

Print... Save... Go Back Continue

5. Click Agree to accept the software license agreement

& Install SafeNet Authentication Client £

Software Licence Agreement

English

<

@ Introduction
@ Licence SAFENET SOFTWARE LICENSE TERMS

To continue installing the software you must agree to the terms of the
software license agreement. '

Click Agree to continue or click Disagree to cancel the installation and quit
Sy the Installer.

Read License Disagree Agree

'CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING THE
CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND USE

'OF SOFTWARE SUPPLIED BY SAFENET, INC. (or any of its affiliates -
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6. Click Install

The Standard Install window opens

@ ‘& Install SafeNet Authentication Client a
Standard Install on "MacBook"

® Introduction This will take 14.8 MB of space on your computer,

Licence Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will

=i Selact be able to use this software.

@ Installation Type

gemalto’

Go Back Install

7. Enter Username and Password and click Install Software
NOTE: Administrator permissions are required to install SafeNet Authentication Client

a
Installer is trying to install new software. - Installer is trying to install new software.
Touch ID or enter your password to allow this. i 5
* Introduc Introdu i 4| Enter your password to allow this.
LicenGal Use Password... Cancel Sftware Licence Username: | User sftware
il o will Destina i will
Destinat. Lo Password: esessss
#® |nstallation Type ° Inslalla‘
‘ Cancel Install Software
ial
Go Back Install Go Back Install

8. Click Close and then perform a Restart (recommended)

a

@ Introduction

Licence

Destination Select

Installation Type
Installation

The installation was successful.

® Summary
The software was installed.

gemalto

Close
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How to Change Security Token PIN

The security token contains your Private Key, therefore neither the security token nor the token PIN
should be shared with anyone under any circumstances. Please change the default PIN using the
below guide.

Caleniciar Xbox Con... @ Groove Music

Symantec Endpoint Protection rd B
e e W & v ®

Microscft Edge Photos Whiteboard Office Lens

TightVNC y
0 v ® )
TRUST KEY Skype To-Do Voice Recorder Maps
TRUST KEY Diagnostic Tool ARSI
TRUST KEY tool & @
Microsoft Store Alarms & Clock OneNote L
Viber
Viber
Videol AN

Visio 2016

2. Select PIN Operation

& TRUST KEY tool — O e
File(F)  Help(H)

Device Operation

==
. _% Type Value

g: PIN Operation 2 -

Certificate Operation
Admin
Options
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3. Click Modify PIN, enter existing PIN and change to new PIN.

TR TRUST KEY tool - TrustKey O >
File(F} Help(H]
e = o R T Fey S
B B OE B E v E
Wi ey Register Unregister  Delete Import Publish  Refresh
Device Operation
FIN Operation |
Modify PIN >
User FIN(B-32 characters) 25
| Cancel

Modify PIN

Mew user FIN(E-32 characters)

Confirm nesw user FIN




